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INDEPENDENT SERVICE AUDITOR’S REPORT PROVIDED BY
SSAE 16 PROFESSIONALS, LLP

To the Board of Directors of TargetCW:

Scope

We have examined TargetCW’s (“Service Organization”) description of its payroll and
professional employment services throughout the period February 1, 2014, through January 31,
2015, and the suitability of the design and operating effectiveness of controls to achieve the
related control objectives stated in the description.

The description indicates that certain control objectives specified in the description can be
achieved only if complementary user entity controls contemplated in the design of TargetCW’s
controls are suitably designed and operating effectively, along with related controls at the
service organization.  We have not evaluated the suitability of the design and operating
effectiveness of such complementary user entity controls.

Service Organization’s Responsibility

In Section 2 of this report, TargetCW has provided an assertion about the fairness of the
presentation of the description and suitability of the design and operating effectiveness of the
controls to achieve the related control objectives stated in the description. TargetCW is
responsible for preparing the description and for its assertion, including the completeness,
accuracy, and method of presentation of the description and assertion, providing the services
covered by the description, specifying the control objectives and stating them in the
description, identifying the risks that threaten the achievement of the control objectives,
selecting the criteria, and designing, implementing, and documenting controls to achieve the
related control objectives stated in the description.

Service Auditor’s Responsibilities

Our responsibility is to express an opinion on the fairness of the presentation of the description
and the suitability of the design and operating effectiveness of the controls to achieve the
related control objectives stated in the description, based on our examination. We conducted



3

our examination in accordance with attestation standards established by the American Institute
of Certified Public Accountants. Those standards require that we plan and perform our
examination to obtain reasonable assurance about whether, in all material respects, the
description is fairly presented and the controls were suitably designed and operating effectively
to achieve the related control objectives stated in the description throughout the period
February 1, 2014, through January 31, 2015.

An examination of a description of a service organization’s system and the suitability of the
design and operating effectiveness of the service organization’s controls to achieve the related
control objectives stated in the description involves performing procedures to obtain evidence
about the fairness of the presentation of the description and the suitability of the design and
operating effectiveness of those controls to achieve the related control objectives stated in the
description. Our procedures included assessing the risks that the description is not fairly
presented and that the controls were not suitably designed or operating effectively to achieve
the related control objectives stated in the description. Our procedures also included testing
the operating effectiveness of those controls that we consider necessary to provide reasonable
assurance that the related control objectives stated in the description were achieved. An
examination engagement of this type also includes evaluating the overall presentation of the
description and the suitability of the control objectives stated therein, and the suitability of the
criteria specified by the service organization and described in management’s assertion in
Section 2 of this report. We believe that the evidence we obtained is sufficient and appropriate
to provide a reasonable basis for our opinion.

Inherent Limitations

Because of their nature, controls at a service organization may not prevent, or detect and
correct all errors or omissions in the payroll and professional employment services. Also, the
projection to the future of any evaluation of the fairness of the presentation of the description,
or conclusions about the suitability of design or operating effectiveness of the controls to
achieve the related control objectives is subject to the risk that controls at a service
organization may become inadequate or fail.

Opinion

In our opinion, in all material respects, based on the criteria described in TargetCW’s assertion
in Section 2 of this report, (1) the description fairly presents the payroll and professional
employment services that was designed and implemented throughout the period February 1,
2014, through January 31, 2015, (2) the controls related to the control objectives stated in the
description were suitably designed to provide reasonable assurance that the control objectives
would be achieved if the controls operated effectively throughout the period February 1, 2014,
through January 31, 2015, and (3) the controls tested, which were those necessary to provide
reasonable assurance that the control objectives stated in the description were achieved,
operated effectively throughout the period February 1, 2014, through January 31, 2015.
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Description of Tests of Controls

The specific controls tested and the nature, timing, and results of those tests are listed in
Section 4 of this report.

Restricted Use

This report, including the description of tests of controls and results thereof in Section 4 of this
report, is intended solely for the information and use of TargetCW, user entities of TargetCW’s
payroll and professional employment services during some or all of the period February 1,
2014, through January 31, 2015, and the independent auditors of such user entities, who have
a sufficient understanding to consider it, along with other information including information
about controls implemented by user entities themselves, when assessing the risks of material
misstatements of user entities’ financial statements. This report is not intended to be and
should not be used by anyone other than these specified parties.

SSAE 16 Professionals, LLP
April 14, 2015

Orange, California
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SECTION TWO:

TARGETCW’S ASSERTION
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TARGETCW’S ASSERTION

April 14, 2015

We have prepared the accompanying description of TargetCW’s (“Service Organization”) payroll
and professional employment services for user entities of the system for some or all of the
period February 1, 2014, through January 31, 2015, and their user auditors who have a
sufficient understanding to consider it, along with other information, including information
about controls implemented by user entities of the system themselves, when assessing the
risks of material misstatements of user entities’ financial statements. We confirm, to the best of
our knowledge and belief, that

a) the description fairly presents the payroll and professional employment services made
available to user entities of the system during some or all of the period February 1,
2014, through January 31, 2015, for payroll and professional employment services. The
criteria we used in making this assertion were that the description:

i. presents how the system made available to customers was designed and
implemented, including:

(1) the types of services provided;

(2) the procedures, within both automated and manual systems, by which those
services are provided;

(3) the related supporting information; this includes the correction of incorrect
information and how the information is transferred to the reports presented
to the user entities of the system;

(4) how the system captures and addresses significant events and conditions;

(5) the process used to prepare reports or other information provided to user
entities;

(6) the specified control objectives and controls designed to achieve those
objectives; and

(7) other aspects of the Company’s control environment, risk assessment
process, information and communication systems (including the related
business processes), control activities, and monitoring controls that are



7

relevant to the services provided, including processing and reporting
transactions of user entities.

ii. does not omit or distort information relevant to the scope of the payroll and
professional employment services, while acknowledging that the description is
prepared to meet the common needs of broad range of user entities of the
system and the independent auditors of those user entities, and may not,
therefore, include every aspect of the payroll and professional employment
services that each individual user entity of the system and its auditor may
consider important in its own particular environment;

iii. Includes relevant details of the changes to the service organization’s system
during the period covered by the description.

b) the controls related to the control objectives stated in the description were suitably
designed and operating effectively throughout the period February 1, 2014, through
January 31, 2015, to achieve those control objectives if the user entities implemented
the complementary user entity controls. The criteria we used in making this assertion
were that:

i. the risks that threaten the achievement of the control objectives stated in the
description have been identified;

ii. the controls identified in the description would, if operating as described, provide
reasonable assurance that those risks would not prevent the control objectives
stated in the description from being achieved if the user entities implemented the
complementary user entity controls; and

iii. The controls were consistently applied as designed, and the manual controls were
applied by individuals who have the appropriate competence and authority.

TargetCW
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SECTION THREE:

DESCRIPTION OF TARGETCW’S SYSTEM
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1 Overview of TargetCW Operations

TargetCW is a dynamic business with a team of experienced HR professionals offering
payrolling, staffing, pre-screening, and international services for temporary workers and
contractors. TargetCW’s dedication to excellence and focus on client needs enables their
clients to effectively achieve their workforce goals.

Payrolling

TargetCW provides nationwide payrolling (employer of record) services to companies who
have workforce needs ranging from just a handful of workers to a few hundred workers. As
the employer of record, TargetCW manages and holds the liability for the contingent
workforce; workers compensation, unemployment claims, insurance coverage, benefits,
online time-keeping, all tax withholdings and reporting.

Staffing

TargetCW’s full-service staffing and recruiting department strives to use innovative
strategies in order to ensure client companies are exposed to top-tier talent. TargetCW’s
recruiters customize a full package to meet client needs for wide variety of positions.

Pre-Screening

Pre-Employment Screening/Background Checks is another service offered to mitigate risk
and exposure to client’s information and assets. By utilizing TargetCW’s in-house pre-
screening department, its customers can make fully informed hiring decisions with the rapid
turn-around time needed when hiring temporary and contract workers. From criminal
background checks and drug screening to driving records and credit reports, services can be
customized to suit various budgets and hiring requirements.

International Services

TargetCW’s services for managing its United States contingent workforce are also available
overseas and processed at their global headquarters in San Diego, CA. TargetCW provides
local customer service to clients while their established partners in various countries
provide local customer service to the employees. A dedicated team of international HR
professionals and worldwide employment lawyers are available to answer international
payrolling questions with an in-depth knowledge of countries' intricate employment laws
and standard business practices. As with US payrolling, TargetCW becomes the legal
employer for the overseas workers and manages of all the hiring, benefits, legal regulations,
and the employment contract.
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2 Overview of the System and Applications

Controls Related to Personnel

Policies and Procedures
TargetCW is committed to equal opportunity of employment and all employment decisions
are based on merit, qualifications, and abilities. Employment-related decisions are not
influenced or affected by an employee’s race, color, nationality, religion, sex, marital status,
family status, sexual orientation, disability, or age.  TargetCW endorses a work environment
free from discrimination, harassment, and sexual harassment.

Department managers, along with Human Resources personnel at TargetCW are
responsible for the screening and selection of potential employee candidates and for overall
personnel hiring. During the hiring process, candidates are assessed through a series of
interviews and skill tests to determine if they have the appropriate qualifications and skills
to meet the needs of any vacant positions. Once final candidates have been identified,
background checks and drug tests are performed prior to extending an offer.

An Employee Handbook is distributed to all new employees. The Handbook includes
professional and work standards, policies and procedures, insurance benefits, and
administrative procedures.

TargetCW has implemented policies and standard operating procedures that contain formal
and documented policies relevant to Human Resources, IT administration, and business
operations to define responsibilities, standards, and expectations from their employees.

Human Resource policies and procedures are documented in the Handbook and cover
management practices as they relate to the following:

 Equal Opportunity Employment
 Employment Status
 Benefits
 Safety and Security
 Job Duties
 Attendance and Compensation
 Protection of TargetCW’s Interests
 Employee Conduct
 No Harassment Policy
 Confidentiality

In addition, the IT Department maintains policies for the following:

 Change Control
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 Backup and Disaster Recovery
 Remote Access
 Password Policy
 Data Sensitivity
 Data Handling and Disposal

Code of Conduct
TargetCW encourages a fair and open atmosphere to govern professional conduct.
TargetCW sets out to provide a professional and fun culture and physical working
environment that supports all staff in their daily duties and tasks.

All TargetCW professionals adhere to a strict code of ethics with an assurance of
confidentiality. Employees are required to sign a Non-Disclosure Agreement when hired by
TargetCW. The Non-Disclosure Agreement governs the usage of the systems and the
treatment of confidential information within the TargetCW environment.

Organizational Structure
TargetCW is organized into two units: Sales and Operations.  Each business unit specializes
in servicing a particular aspect of the business. Each unit is led by a manager who oversees
the responsibilities assigned to it. The distinctive nature of the units provides for the
segregation of duties.

Sales responsibilities include:
 Working with the Operations team to start up new clients as they sign up for services.
 Giving face to face and web demonstrations of various services.
 Helping negotiate appropriate rates for service based on job description, location, and

payment terms.

Operations responsibilities include:
 Onboarding new employees including follow up that new hire paperwork is completed

in its entirety and timely.
 Coordinating for any pre-employment screening as required.
 Entering new employees into TempWorks.
 Uploading all new hire documents into TempWorks.
 Processing new hire reporting (eVerify and EDD) for each new employee.
 Setting up timekeeping accounts for new employees and approvers including sending

instructions on how to use the TargetCW WebCenter.
 Assist employees and approvers with online timesheets by answering questions and

trouble shooting.
 Send welcome emails and/or welcome calls to each new employee.
 Setting up new clients by participating in New Client conference calls and entering them

into TempWorks.
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 Working with Sales team to set up and manage new clients.
 Weekly and bi-weekly processing of payroll including pulling electronic timesheets,

processing manual timesheets, expenses, and other duties related to processing payroll.
 Processing invoices on a weekly/bi-weekly basis.
 Answering questions from employees and clients via email and/or phone regarding

payroll, HR, benefits, and anything other issues that may arise.
 Process quality control checks on new hire paperwork and other data entered into the

system.
 Enter court orders into the system and notify workers and agencies as required.
 Process verification of employment requests and unemployment notices.

Risk Assessment

TargetCW recognizes the importance of risk management in properly managing TargetCW
and customer transactions and providing high-quality, cost effective services to its
customers. The IT Director oversees the assessment of risk with respect to the IT processing
environment and related application systems and services provided to users of the
company’s application systems.

The IT Director meets the first Thursday of every month with the CEO and any other
executive level management that the CEO or IT Director deems necessary.  Items discussed
each month can include any aspect of the IT department and will always include a security
review of the physical facility, software security and appropriate use.  This review happens
at least once a month and can happen more frequently if the need arises.

Monitoring

The IT Director monitors the quality of internal control performance as a normal part of his
activities. The IT Director is heavily involved in day-to-day activities and regularly reviews
various aspects of internal and customer-facing operations to (i) determine if objectives are
achieved, (ii) identify any new risks that develop, and (iii) implement appropriate measures
to address those risks.  TargetCW adopts a proactive approach to the monitoring of
application security to ensure that any issues or risks are addressed before becoming
significant problems.

Information and Communication

Description of Computerized Information Systems
TargetCW’s network is Ethernet-based and is logically grouped into a single domain. The
network consists of multiple business-class servers with redundancy options running
Microsoft Windows Server 2008 R2. Active Directory is utilized to manage access rights and
permissions. Industry standard network operating and database systems from major
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vendors are used to construct its network architecture, support database, and application
systems. In addition, TargetCW has workstations throughout the company that have
connectivity to the network, or are stand-alone. The system software utilized on all desktop
workstations consists of Microsoft Windows 7 Professional, Microsoft Office Suite (Word,
Excel, PowerPoint, Access, and Outlook), Internet Explorer, and McAfee/SonicWALL
Enterprise antivirus software.

Communication
TargetCW has established policies and procedures that are formally documented and clearly
communicated to all employees of the company.

Logical Access

The TargetCW network is isolated from the Internet by using industry standard SonicWALL
branded firewalls to ensure that only authorized access is allowed to its network and
systems. Access controls are implemented to ensure system security and system
availability, and access is granted only upon senior management’s authorization for access
and application-specific permissions.

Physical Security and Environmental Controls

Physical security measures, including the use of locked doors and a monitored alarm service
for TargetCW, are employed to ensure that only authorized personnel can access the
corporate office, which houses workstations. TargetCW utilizes a sub-service (TempWorks)
organization as an outsourced data center for client information.

Computer Operations

Data Backup
Continuous backup and synchronization of critical payroll and financial data is housed with
TempWorks Software at their data center.  TempWorks implements industry standard data
center backup and redundancy techniques to ensure protection and safe access to data.
These practices help to ensure the availability of data in the event of a hardware/software
failure or other disaster and are designed to ensure quick recovery and zero data loss.

Control Environment

The control environment represents the collective effect of various elements in establishing,
enhancing, or mitigating the effectiveness of specific controls. In addition to tests of specific
controls described in Section III of this report, our procedures included a review of relevant
elements of the TargetCW control environment throughout the period.
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Our review of the control environment included the following procedures to the extent we
considered necessary: (a) a review of TargetCW organizational structure including the
segregation of responsibilities and policies; (b) discussions with management, operations,
administrative, and other personnel who are responsible for developing, ensuring
adherence to, and applying control procedures during the performance of their assigned
duties; (c) observations of personnel in the performance of their assigned duties; and (d)
examination of selected TargetCW documentation. The control environment was
considered in determining the nature, timing, and extent of the testing of the design
effectiveness of controls relevant to achievement of the control objectives.

Control Activities

The control activities that assist in carrying out management’s directives are described in
the next subsection of this report, “Description of Information Technology General
Controls.”

Subservice Organization

TargetCW utilizes TempWorks to host all payroll, financial, and client data. All payroll and
financial data is stored and protected by TempWorks software in their secure data center
located in Minneapolis, MN. TargetCW utilizes multiple products from TempWorks
including an online timesheet, timesheet approval, electronic delivery of invoice, storage of
employment documents and an online suite of staffing industry modules designed for an
exceptional customer experience.

TempWorks specializes in “Software as a Service” deployments for their suite of staffing
tools because it allows customers the ease of setting up business operations with minimal
onsite hardware requirements.  TempWorks provides a greater level of security and uptime
because their specialized in-house staff is actively maintaining the different software
modules used along with availability and security.  TargetCW relies on the TempWorks
system to ensure payroll forms, payroll history and long term financial records are
maintained in a secure environment.

TempWorks maintains their data centers 24 hours a day, 7 days a week in a secured facility
with specialized onsite staff.  All TargetCW data is securely maintained and backed up daily.
TempWorks employees are required to authenticate prior to viewing any information
associated with TargetCW’s account.  The data is mirrored between at least two different
secure data centers in case of a major regional disaster.  The data centers provided industry
leading server hardware teamed with Microsoft’s SQL Server (current version) allowing for a
robust and stable environment for support staff along with excellent up times for
TempWorks customers.
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3 Description of Information Technology General Controls

TargetCW has specified its control objectives and identified its controls to achieve these
objectives. SSAE 16 Professionals, LLP, the service auditor, has determined the nature,
timing, and extent of testing to be performed.  Details of the tests of the controls and
results of tests performed are contained in Section 4 of this report.

Control Objective 1:
Controls provide reasonable assurance that the organizational structure provides for
management oversight, segregation of duties and administrative practices.

Organizational Charts and Job Descriptions

Organizational charts are documented and maintained for each department.  The charts are
available to management personnel. Job descriptions describe the required duties for each
position in every facet of the organization, and are maintained and reviewed regularly.

Employee Handbook

All new employees are given an employee handbook upon being hired.  The employee must
sign an Acknowledgement of Receipt of Employee Handbook form stating they have
received and read the handbook.

Operations Training

Each employee in the Operations department must attend training on TargetCW’s system
within 1 month of beginning work.  This includes all relative software and systems for the
operations team.

Code of Conduct Agreement

All new employees are given an “Employee Code of Conduct” agreement upon being hired.
The employee must sign the agreement stating they have received and read the Code of
Conduct.
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Background Checks

Employees must pass key aspects of the background check including the drug and financial
portions, prior to physical or logical access to the facilities or systems.

Liability Insurance Policy

TargetCW management maintains an active corporate liability insurance policy along with
any other relative insurance.

Control Objective 2:
Controls should provide reasonable assurance that only authorized personnel have access to
programs and data.

Logical Security Policy

Logical security policies and procedures have been designed and implemented at the
company.  These policies and procedures are reviewed, updated (if necessary) and
approved by management at least annually.

Production Systems

Logical access to production systems including email, TempWorks, WebCenter, and CRM
are limited to authorized personnel based on job description and role.  The user access
request form must be submitted and completed by Operations and approved by
Information Technology management.

Passwords

A valid user ID and password are required to access the TargetCW network. New or
modified user access to the network and financial applications is authorized by the
department managers or IT Director depending on the level of access. Such granting of
access is documented in the appropriate user access request form. Terminated employees’
access is removed within 24 hours of the employee’s last business day. Administrative
access to the TargetCW network is restricted to authorized personnel only and password
security parameters have been configured on the network as follows:

 Minimum password length = 7 characters
 Password expiration = 90 days
 Password history = 12 passwords remembered
 Account lockout = 6 unsuccessful attempts
 A screensaver is automatically enabled after 15 minutes of inactivity.
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 Password complexity = enabled, 3 of 4 of the following must be met:
1. Upper case letter
2. Lower case letter
3. Number
4. Special character

User Access and Review

Semi-annually, IT staff reviews all network accounts for accuracy and relevance.  Each user
is analyzed according to job description and current permissions/access on the network.
Recommendations are made and updated at that point in time.

Employment Termination

Employees access to the network and any systems of TargetCW are terminated when the
employee leaves the company.

Administrator Access

Administrator access is limited strictly to authorized personnel.  Authorized personnel are
approved by executive management and access is granted by the IT department.

Windows Administrator Account

The Microsoft Windows default Administrator user account is disabled.  Domain
administrators are assigned permissions to their personal user accounts and must use those
credentials for administrative level actions.

Control Objective 3:
Controls provide reasonable assurance of anti-virus and firewall availability, infrastructure,
and protection of access rules.

Anti-Virus

Spam and anti-virus hardware firewalls are used in conjunction with industry-leading anti-
virus software at the server and workstation level to block spam, restrict access to
inappropriate web sites, and protect TargetCW applications and data from viruses and
infection by other malicious code.

Incoming Email Scanning

Incoming email messages are scanned for spam and viruses by a cloud service e-mail
gateway filter service provided by Microsoft Forefront (Microsoft).
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Firewall Access

TargetCW allows only IT management personnel and designated executive personnel the
ability to access the firewall operating system. Access is restricted by username and
password.

Control Objective 4:
Controls provide reasonable assurance that payroll and invoices are processed accurately,
completely, and in a timely manner according to established procedures.

Secure Timesheets and Reporting

WebCenter is the online time keeping and reporting system utilized by TargetCW’s clients
and employees.  All sessions, regardless of internet browser or device, are secured through
SSL encryption.

Unapproved Timesheets

Each Monday, the TargetCW Operations team reviews a timesheet report for timesheets
that are submitted, but not approved.  The operations team sends out reminder e-mails to
all approvers who have timesheets requiring approval to ensure prompt payroll processing.

Import of Timesheets and Payroll Processing

Weekly, the Operations department sends an email to all approvers who have outstanding
timesheet(s) needing approval to ensure completeness and accuracy.

The payroll is processed each Tuesday for employees.  Payroll must be accurate and
complete at this point in order to begin invoicing.

Invoicing Clients

After payroll is completed, invoices are generated for each client.  Invoices are delivered
according the clients wishes (emailed, uploaded or mailed).  All invoices are balanced and
reconciled weekly.

Control Objective 5:
Controls provide reasonable assurance that communication is complete, accurate, timely,
provides adequate information, and is in compliance with contract requirements.

Clients Assigned to Account Manager
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TargetCW requires each client to be assigned to an Account Manager.  Account Managers
are equipped to assist the client with account maintenance issues ranging from invoice
questions to employee on-boarding.

Client Information

Each client is given a file containing contract requirements and a rate sheet.  TargetCW
maintains a New Client Checklist ensuring the client is setup and ready for business
completely and accurately.

Enrollment Packets

Employees are required to fill out an enrollment packet and submit it back to TargetCW.
TargetCW maintains a dedicated fax line and email address for the delivery of these
packets.  Both the fax line and the email address are directed to the operations team for
timely processing. Each enrollment packet is submitted to the TargetCW operations team
for a quality review.  Each packet is reviewed for missing or incomplete information.  The
employees are contacted if there is any further actions/information needed to complete the
enrollment process.

4 Description of Complementary User Entity Controls

Complementary User Entity Controls

The TargetCW system was designed with the assumption that internal controls would be
placed in operation by user entities.  The application of such internal controls by user
entities is necessary to achieve certain control objectives identified in this report. There
may be additional control objectives and related controls that would be appropriate for the
processing of user entity transactions which are not identified in this report.

This section describes certain controls that user entities should consider for achievement of
control objectives identified in this report. The complementary user entity controls
presented below should not be regarded as a comprehensive list of all the controls that
should be employed by user entities.

Provisioning Accounts
 Users are responsible for the safekeeping of their credentials to the TempWorks

system.
 Users are responsible for reviewing the accuracy of the data that is input into the

system.
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Termination Procedures
 Supervisors are responsible for contacting TargetCW in a timely manner to ensure

terminated employee account access is removed.

Account Maintenance and Review
 Clients are responsible for the accuracy, completeness and authorization of pay rate

changes of their users.
 Clients and users are responsible for the accuracy and completeness of changes to

benefit information.
 Clients are responsible for the review and approval of all user payroll information for

each period.
 Clients are responsible for the reconciliation of payroll reports generated by Target

CW to what they entered into the system (output to input) to ensure accuracy and
completeness.

Regulatory, Compliance, and Service Agreements
 Users are responsible for adhering to all regulatory compliance issues when they are

associated with TargetCW in a service agreement.
 Users are responsible for reviewing and approving the terms and conditions stated

in service agreements with TargetCW.

Controls

Our tests of the design effectiveness of controls included such tests as were considered
necessary in the circumstances to evaluate whether those controls and the extent of
compliance with them are sufficient to provide reasonable but not absolute assurance that
the specified control objectives were achieved as of October 14, 2011. Our tests of the
design effectiveness of controls were designed to cover a representative number of
activities as of the reporting period, for each of the controls listed in Section Three, which
are designed to achieve the specified control objectives. In selecting particular tests of the
operating effectiveness of controls, we considered (a) the nature of the controls being
tested, (b) the types and competence of available evidential matter, (c) the control
objectives to be achieved, (d) the assessed level of control risk, and (e) the expected
efficiency and effectiveness of the test.
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DESCRIPTION OF TARGETCW’S SYSTEM

5 Subservice Organizations Not Examined by SSAE 16 Professionals, LLP

Subservice
Organization

Function

TempWorks
Software Inc.

Develops the primary application used for staffing, payroll funding, and
payroll processing.
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SECTION FOUR:

DESCRIPTION OF CONTROL OBJECTIVES, CONTROLS, TESTS AND RESULTS OF TESTS



23

DESCRIPTION OF CONTROL OBJECTIVES, CONTROLS, TESTS AND RESULTS OF TESTS

1 Overview

On the pages that follow, the description of control objectives and the controls to achieve
those objectives have been specified by, and are the responsibility of TargetCW.  The
testing performed by SSAE 16 Professionals, LLP, and the results of tests are the
responsibility of the service auditor.

Our tests of TargetCW’s entity level controls included, to the extent we considered
necessary: (a) a review of the organizational structure of TargetCW, including information
technology policies and procedures, the segregation of functional and technical
responsibilities, and personnel policies, (b) discussions with management, operations,
administrative and other personnel who are responsible for developing, ensuring
adherence to and applying information technology controls, (c) observations of personnel
in the performance of their assigned duties, and (d) tests of controls specified by TargetCW.
We applied tests to specific controls to obtain evidence about their operating effectiveness
in meeting TargetCW’s related control objectives, for the period February 1, 2014, through
January 31, 2015.

It is each interested party’s responsibility to evaluate this information in relation to internal
controls in place at user organizations to obtain an understanding of the internal controls
and control risk. User organizations and their respective auditors must evaluate the
controls provided by TargetCW in conjunction with controls executed by user organizations,
including, but not necessarily limited to, those listed in “Complementary User Entity
Controls” in Section 3 of this report. If effective user organization internal controls are not
in place, TargetCW’s controls may not compensate for such weaknesses.

Exceptions, if any, noted by SSAE 16 Professionals, LLP, regarding the adequacy of the
controls identified to achieve the stated objective or the level of compliance with the
controls are presented next to each control under the caption “Results of Tests.” Exceptions
identified are not necessarily weaknesses in the total system of internal controls of
TargetCW, as this determination can only be made after consideration of controls in place
at user organizations.
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2 Control Objectives, Control Activities, Testing Procedures, and Results of Tests

The following table describes our tests of operating effectiveness of controls that were
performed by the service auditor and the results of those tests. TargetCW management
specified the control objectives and the related control activities.  In selecting particular tests of
the operating effectiveness of controls, we considered (a) the nature of the items being tested,
(b) the types of available evidential matter, (c) the nature of the audit objectives to be
achieved, (d) the assessed level of control risk, and (e) the expected efficiency and effectiveness
of the test.

Type of Test General Description of Test
Inquiry or corroborative
inquiry

Inquired of appropriate personnel to ascertain compliance
with controls.

Observation Observed application of specific controls.

Inspection Obtained and inspected documents and reports indicating
performance of the controls.

Re-performance Re-performed application of the controls.
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Organization and Administration:  Controls provide reasonable assurance that the
organizational structure provides for management oversight, segregation of duties and
administrative practices.

1.0 Controls Procedures Performed by the Service
Auditor Result of Tests

1 Organizational charts are
documented for each
department and are
available to management
personnel.

Inspection: Obtained and examined the
company organizational chart and
verified each department is
documented.

Inquiry: Through inquiry of
management, the organizational chart
is available to management personnel.

No relevant
exceptions
noted.

2 Job descriptions describe
the required duties for
each position.

Inspection: Obtained and examined the
organizational chart and selected a
sample department. Obtained and
reviewed the job descriptions for the
sample. Verified job descriptions
describe the required duties for each
position.

No relevant
exceptions
noted.

3 All new employees receive
an employee handbook
upon being hired and must
sign the Employee
Handbook
Acknowledgment/Receipt.

Inspection: Obtained and examined a
listing of new hires and selected a
sample. Obtained and reviewed the
Employee Handbook
Acknowledgment/Receipt for the
sample. Verified the new hires signed
the Employee Handbook
Acknowledgment/Receipt.

No relevant
exceptions
noted.

4 All new employees within
the Operations
Department must attend
training on the system
within 1 month of hire.

Inspection: Obtained and examined a
listing of new hires within the
Operations Department and selected a
sample. Obtained and reviewed the
training documentation.  Verified the
sample attended training within 1
month of hire.

No relevant
exceptions
noted.
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5 All employees must sign a
"Code of Conduct"
agreement upon being
hired.

Inspection: Obtained and examined a
listing of new hires and selected a
sample. Obtained and reviewed the
"Code of Conduct" agreement for the
sample.  Verified the new hires signed a
"Code of Conduct" agreement upon
being hired.

No relevant
exceptions
noted.

6 Background checks are
performed on employees
before they are given
physical or logical access
to facilities or systems.

Inspection: Obtained and examined a
listing of new hires and selected a
sample. Obtained and reviewed the
background checks for the sample.
Verified background checks were
performed on the employees before
they were given physical or logical
access to facilities or systems.

No relevant
exceptions
noted.

7 Management maintains an
active corporate liability
insurance policy.

Inspection: Obtained and examined the
corporate liability insurance policy and
verified the Management maintains an
active policy is active and in force.

No relevant
exceptions
noted.
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Logical Security (A):  Controls provide reasonable assurance that only authorized personnel
have access to programs and data.

2.0 Controls Procedures Performed by the Service
Auditor Result of Tests

1 Logical security policies
and procedures have been
approved and reviewed by
management at least
annually.

Inspection: Obtained and examined
logical security policies and procedures.
Verified the policies have been
approved and reviewed by
management at least annually during
the audit period.

No relevant
exceptions
noted.

2 Logical access to
production systems is
limited to authorized
personnel based on job
role. The user access
request form must be
completed and approved
by Information Technology
management.

Inspection: Obtained and examined a
listing of users with logical access to
production systems and selected a
sample. Obtained and reviewed the
user access request forms for the
sample.   Verified the sample’s access is
limited to authorized personnel based
on job role.  Also verified the user
access request form was completed
and approved by Information
Technology management.

No relevant
exceptions
noted.

3 Windows password
parameters include the
following:
 Passwords must have a

minimum length
 Passwords change

frequency has been
established

 Minimum previous
password history has
been established

 Automatic account
suspension has been
established when a
threshold of
unsuccessful attempts
has been reached

 Passwords must be
complex

Inspection: Obtain and examine a
screenshot of the Windows password
parameters.  Verified the parameters
include the following:
 Passwords must have a minimum

length
 Passwords change frequency has

been established
 Minimum previous password history

has been established
 Automatic account suspension has

been established when a threshold
of unsuccessful attempts has been
reached

 Passwords must be complex

No relevant
exceptions
noted.
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4 A user access review of all
network accounts is
performed semi-annually.

Inspection: Selected a sample period.
Obtained and examined the period’s
user access review documentation.
Verified a user access review of all
network accounts is performed semi-
annually.

No relevant
exceptions
noted.

5 Employee access to the
network is disabled when
the employee leaves the
company.

Inspection: Obtained and examined a
list of terminated employees and
selected a sample. Obtained and
reviewed the sample’s termination
documentation. Verified employee
access to the network was disabled
when the employees separated from
the company.

No relevant
exceptions
noted.

6 Administrator access is
limited to only authorized
personnel.

Inspection: Obtained and examined a
screenshot of users with administrator
access. Verified access is limited to only
authorized personnel.

No relevant
exceptions
noted.

7 The generic Windows
administrator account is
disabled.  Domain
administrators must login
using their own accounts.

Inspection: Obtained and examined a
screenshot of the generic Windows
administrator account.  Verified the
account is disabled. Also, verified the
domain administrators’ login using their
own accounts.

No relevant
exceptions
noted.
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Logical Security (B): Controls provide reasonable assurance of anti-virus and firewall
availability, infrastructure, and protection of access rules.

3.0 Controls Procedures Performed by the Service
Auditor Result of Tests

1 Anti-virus software is
configured to receive
automatic updates as they
become available by the
vendor.

Inspection: Obtained and examined a
screenshot of the anti-virus software
configuration. Verified anti-virus
software is configured to receive
automatic updates as they become
available by the vendor.

No relevant
exceptions
noted.

2 Incoming email messages
are scanned for spam and
viruses by an email
gateway filter.

Inspection: Obtained and examined a
configuration screenshot of the e-mail
gateway.  Verified incoming email
messages are scanned for spam and
viruses by an email gateway filter.

No relevant
exceptions
noted.

3 Access to firewall
operating systems and
software is restricted.

Inspection: Obtained and examined a
screenshot of the firewall
configuration.  Verified access to
firewall operating systems and software
is restricted to appropriate personnel.

No relevant
exceptions
noted.
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Production Scheduling: Controls provide reasonable assurance that payroll and invoices are
processed accurately, completely, and in a timely manner according to established
procedures.

4.0 Controls Procedures Performed by the Service
Auditor Result of Tests

1 Active sessions within
Webcenter are secured
through a Secure Socket
Layer (SSL) encryption.

Inspection: Obtained and examined
active Webcenter session screenshots.
Verified active sessions within
Webcenter are secured through SSL
encryption.

No relevant
exceptions
noted.

2 Weekly, the Operations
department sends an
email to all approvers who
have outstanding
timesheet needing
approval to ensure
completeness and
accuracy.

Inspection: Selected sample periods.
Obtained and examined outstanding
timesheet-related email for the sample.
Verified the Company Operations
department e-mails all approvers who
have timesheets needing approval.

No relevant
exceptions
noted.

3 Payroll is processed every
week.

Inspection: Selected, obtained and
examined a sample of payroll journals.
Verified payroll is processed weekly.

No relevant
exceptions
noted.

4 The Operations
department e-mails client
invoices on a weekly basis.

Inspection: Obtained and examined a
list of client invoices and selected a
sample.  Obtained and reviewed the
sample’s invoices.  Verified the
Operations department e-mails client
invoices on a weekly basis.

No relevant
exceptions
noted.
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Report Integrity and Distribution: Controls provide reasonable assurance that
communication is complete, is accurate, is timely, provides adequate information, and is in
compliance with contract requirements.

5.0 Controls Procedures Performed by the Service
Auditor Result of Tests

1 An Account Manager is
assigned to each client to
assist with questions and
account maintenance.

Inspection: Obtained and examined a
listing of new clients and selected a
sample. Obtained and reviewed the
sample’s account maintenance
correspondence.  Verified an Account
Manager is assigned to each client to
assist with questions and account
maintenance.

No relevant
exceptions
noted.

2 Company maintains a file
for each client which
includes contract
requirements and rate
sheet.

Inspection: Obtained and examined a
listing of all new clients and selected a
sample. Obtained and reviewed the
sample’s client files.  Verified the
company maintains a file for each client
which includes the contract
requirements and rate sheet.

No relevant
exceptions
noted.

3 Company maintains a
dedicated fax line and e-
mail address for
enrollment packet
submission which is routed
directly to the Operations
department.

Inspection: Obtained and examined
screenshots of the dedicated fax and e-
mail groups and the company
organizational chart.  Verified the
company maintains a dedicated fax line
and e-mail address for the enrollment
packet submissions.  Verified the
submissions are routed directly to the
Operations department.

No relevant
exceptions
noted.


