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TargetCW 

Employee Privacy Statement 

 

Respecting the privacy of our employees and job applicants is important to TargetCW.  We are 

committed to the proper handling of personal information collected or generated in connection 

with your employment or application for employment.  As the entity that employs you or engages 

your services, TargetCW WMBE Payrolling Inc.; TCW UK LTD; TargetCW Service Canada  

shall act as data controller for any personal information collected or generated in connection 

with your employment or application for employment (“TargetCW,” “we”, “our” or “us”).  

 

This Employee Privacy Statement (“Statement”) explains our practices with regard to personal 

information of current, former and potential employees, interns, contractors, temporary 

workers (“you”, “your”, or “employee”). This Statement may be updated from time to time to 

reflect changes in our personal information practices, and we will post a prominent Statement 

on this site and send an email to all active workers of any significant changes. 

 

1. DEFINITIONS 

Personal Information (“Personal Information”) is information that pertains to or is about any 

individual, and can be linked to or used to identify that individual. Personal Information does not 

include information that is encoded or publically available information that has not been combined 

with non-public Personal Information. Personal Information does not include information that 

pertains to or is about a specific individual, but from which that individual could not reasonably be 

identified.  

 

Without prejudice to the foregoing, with respect to information originating from the EEA, “Personal 

Information” is any information relating to an identified or identifiable natural person, as defined 

under the General Data Protection Regulation (EU) 2016/679 (“GDPR”). 

 

Sensitive Personal Information ("Sensitive Personal Information") means Personal Information that 

reveals race, ethnic origin, political opinions, religious or philosophical beliefs, or trade union 

membership, or that concerns health or specifies sex life.  Without prejudice to the foregoing, with 

respect to Personal Information originating from the EEA, “Sensitive Personal Information” is any 

information as described in the definition above, but also includes genetic data and biometric data. 

 

2. INFORMATION WE COLLECT 

We may collect Personal Information, either directly from you or from Client Companies. We 

collect, process, and transfer employee Personal Information through electronic and paper-based 

data processes. We have established routine processing for certain functions relating to your 

employment (such as processing for regular payroll and benefits administration). We also process 

employee Personal Information on an occasional or ad hoc basis (such as when an employee is 

being considered for a new position).  

 

In the normal course of activities, we collect the following types of Personal Information: 
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• Personal identification information, such as your name, home address, date of birth, gender, 

work- related photographs, and home phone number; 

• Government-issued identification numbers, such as national ID or social security number 

for payroll purposes; 

• Immigration, right-to-work and residence status; 

• Family and emergency contact details; 

• Job-related information, such as years of service, work location, employment ID, work 

record, vacation absences, and contract data; 

• Educational and training information, such as your educational awards, certificates and 

licenses, vocational records and in-house training attendance; 

• Recruitment and performance-related data, such as objectives, ratings, comments, 

feedback results, career history, work equipment, career and succession planning, skills 

and competencies and other work-related qualifications; 

• Information related to your usage of our assets or Client assets; 

• Information needed for compliance and risk management, such as disciplinary records, 

background check reports, drug test results, driving records, credit scores, and security 

data; and 

• Payroll- and payment or benefits-related information, such as salary and insurance 

information, dependents, government identifier or tax numbers, bank account details, and 

employment related benefits information. 

3. HOW WE USE YOUR INFORMATION 

We take steps to ensure that the Personal Information we process is reliable for its intended use, 

is accurate, up-to-date and complete, and is limited to the Personal Information required to carry 

out the purposes of the processing, as described in this Statement. Generally, we collect your 

information to find employment for you, manage your employment contract, comply with 

applicable laws, and provide you with benefits.  Where appropriate, we may ask you to ensure 

that your Personal Information that we hold is accurate and up-to-date.  

 

We process employee Personal Information for the following legal bases and purposes:  

 

(a) To Perform the Employment Contract We Have with You or to Take Steps to 

Enter into a Contract with You: recruitment and staffing, administration of 

compensation and benefits programs, advancement and succession planning, 

performance management and training; 

(b) To Comply with Our Legal Obligation as Your Employer: legal compliance 

(including compliance with government authority requests for information, liens, 

garnishments and tax compliance) and risk management, workplace and workforce 
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management and administration (such as travel and expense programs and internal 

health and safety programs) and internal reporting and audit. 

(c) To Facilitate our Employment Relationship, Secure our Network and Other 

Legitimate Business Interests: protection of our company, our workforce, and the 

public against injury, theft, legal liability, fraud or abuse, or threat to the security 

of our networks, communications, systems, facilities and infrastructure and other 

customary and legal business-related purposes.  

(d) Based on Your Consent: In some specific and limited circumstances, we process 

your Personal Information based on your consent.   

We process employee Sensitive Personal Information if it is needed for legitimate business 

objectives and to the extent permitted or required to comply with applicable law.  Sensitive Personal 

Information will not be collected, processed or transferred, except where adequate privacy 

protection mechanisms are in place and after having first obtained your informed explicit consent, 

if required by law. 

 

4. TRANSFERS OF PERSONAL DATA AND CATEGORIES OF RECIPIENTS 

(a) CATEGORIES OF RECIPIENTS 

We may disclose your personal data to the following categories of recipients:  

 

(i) TargetCW affiliates: The Company may disclose your personal data to 

other TargetCW entities to fulfill the purposes described in this Notice.  

Within TargetCW entities, access to, use of and other processing of 

personal data will generally be limited to individuals who have a need to 

know the information for the purposes described in this Notice, which may 

include personnel from: Human Resources, IT, Compliance, Legal, 

Information Security, Finance and Accounting and Internal Audit. Most 

personnel within TargetCW will have access to your business contact 

information such as name, position, telephone number, work address and 

email address.  

(ii) External service providers, such as (1) payroll and tax administrators, 

pensions and benefits providers and administrators, human resources 

administrators, IT systems and support providers, account monitoring 

services, financial institutions, telecommunications providers, insurance 

companies; (2) accountants, auditors, lawyers and other outside 

professional advisors; and (3) other third parties engaged to assist us in 

carrying out business or human resources activities. (4) data verification 

services to ensure your data is accurate and to reduce errors. We do not 

allow third party service providers to use or disclose your personal 

information except as necessary to perform services on our behalf or to 

comply with legal requirements. 

(iii) Local authorities: TargetCW may share your personal data with local 

governmental, regulatory, supervisory and/or judicial agencies or other 
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public or official bodies, as permitted or required under applicable law.   

(iv) Business investors: Your personal data may be disclosed to potential 

investors and their advisors, auditors and legal counsel in connection with 

a corporate restructuring, sale or assignment of assets, merger, divestiture 

or other changes of control or financial status of the Company (including a 

reorganization, dissolution, or liquidation). 

(v) Other third parties: Your personal data may be disclosed to third parties in 

circumstances where we are required to do so by law, regulation or legal 

process (such as a court order or subpoena), or when we believe disclosure 

is necessary in order to achieve any purpose disclosed under this Notice. 

(b) TargetCW complies with the Privacy Shield Principles for all onward transfers of 

personal data from the EU and Switzerland, including the onward transfer liability 

provisions. 

 

5. YOUR PERSONAL INFORMATION RIGHTS 

You have certain rights with respect to our processing of your Personal Information, which 

include: 

 

(a) Access, Correction and Transmission: You may reasonably access the Personal 

Information pertaining to you that is on file with us. You also have the right to 

request that we correct incomplete, inaccurate or outdated Personal Information. 

To the extent required by applicable law, you may also request that we transmit 

Personal Information you have provided to us to you or to another company. 

(b) Objection: We respect your right to object to any uses or disclosures of your 

Personal Information that are not (i) required by law, (ii) necessary for the 

fulfillment of a contractual obligation (your employment contract), or (iii) required 

to meet legitimate interests of TargetCW as an employer (such as general human 

resource administration disclosures for auditing and reporting purposes, internal 

investigations, management of network and information systems security, or 

protection of our assets).  If you do object, we will work with you to find a 

reasonable accommodation. You may also withdraw your consent at any time in 

relation to our processing of Personal Information based on your consent. 

(c) Deletion: You may request the deletion of your Personal Information as provided 

by applicable law. This applies, for instance, where your information is outdated; 

where the processing is not necessary or is unlawful; where you withdraw your 

consent to our processing based on such consent; or where we determine we should 

accommodate an objection you have raised to our processing. In some situations, 

we may need to retain your Personal Information pursuant to our legal obligations 

or for the establishment, exercise or defense of legal claims. 

(d) Restriction of processing: Similarly, and where provided by applicable law, you 

may request that we restrict processing of your Personal Information while we are 

answering your request or complaint pertaining to (i) the accuracy of your Personal 
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Information, (ii) our legitimate interests to process such information, or (iii) the 

lawfulness of our processing activities. You may also request that we restrict 

processing of your Personal Information if you wish to use the Personal Information 

for litigation purposes.   

If you wish to exercise these rights, you may contact your local employer if outside the US or the 

TargetCW Global Privacy & Data Security Office as described below in the “How to Contact Us” 

section, or you may complete the Dispute Resolution link on our site at www.tcwprivacy.com. 

Where reasonable, we will accommodate your request. However, TargetCW may charge a 

reasonable fee or refuse to act on a request if it is manifestly unfounded or excessive in particular 

because of its repetitive character. In some situations, TargetCW may refuse to act or may impose 

limitations on your rights if, for instance, your request is likely to adversely affect the rights and 

freedoms of TargetCW or others, prejudice the execution or enforcement of the law, interfere with 

pending or future litigation, or infringe applicable law.  In all cases, you have a right to file a 

complaint with a Data Protection Authority. 

 

6. DISCLOSURES OF PERSONAL INFORMATION 

We may disclose your Personal Information for legitimate purposes to the following recipients:  

 

(a) among our affiliated companies (including our subsidiaries and branches) for 

purposes stated in this Statement;  

(i) to data processors, whom we contract with for specific purposes; 

(ii) to companies who provide benefits and services to you (such as retirement 

plans);  

(iii) to public authorities in response to lawful requests to meet national 

security or law enforcement requirements; 

(iv) where otherwise required by law; or  

(v) where permitted by law, such as with your consent or in the event of an 

emergency.  

7. INTERNATIONAL DATA TRANSFERS  

Your Personal Information may be transferred outside the European Union to locations in the U.S. 

and other countries that have different data protection laws than those in the country in which you 

are based and that may not have been granted an adequacy decision by the European Commission.   

TargetCW has executed Standard Contractual Clauses approved by the European Commission to 

ensure that your personal data is protected when transferred outside of the EEA.  You can request 

to consult a copy of these Standard Contractual Clauses by contacting us as indicated below in 

Section12. [In this regard, TargetCW complies with the EU-U.S. Privacy Shield Framework as set 

forth by the U.S. Department of Commerce regarding the collection, use, and retention of Personal 

Information from European Union member states. TargetCW has certified that it adheres to the 

Privacy Shield Principles of Statement, Choice, and Accountability for Onward Transfers, 

Security, Data Integrity and Purpose Limitation, Access, Recourse, Enforcement and Liability. If 

mailto:as
http://www.tcwprivacy.com/
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there is any conflict between this Statement and the Privacy Shield Principles, the Privacy Shield 

Principles shall govern. To learn more about the Privacy Shield program, and to view our 

certification page, please visit www.tcwprivacy.com. The URL for privacy Shield website is: 

www.privacyshield.gov  

 

8. YOUR OBLIGATIONS 

Bear in mind that you have responsibility for the accuracy of your Personal Information. Please let 

us know when changes to your Personal Information are needed by contacting your local Human 

Resources manager. We will use reasonable efforts to respond to all such requests in a timely 

manner. 

 

9. SECURITY AND DATA INTEGRITY  

TargetCW maintains technical, physical, and administrative security measures to protect your 

information (as well as that of our clients, suppliers vendors, investors, and those individuals who 

browse and use our websites) against loss, misuse, unauthorized access, disclosure, or alteration, 

and will only transfer your sensitive data via a protected channel or in an encrypted format.  

TargetCW has SSAE 16 SOC ii certification.  

 

Employees are expected to follow the company’s privacy and security policies and procedures, as 

well as applicable laws, when accessing and handling all Personal Information as well as 

confidential information provided to us. When we retain a third-party service provider, that 

provider will be required to (i) use measures to protect the confidentiality and security of the 

Personal Information and (ii) process the Personal Information only as directed by TargetCW. 

 

10. DATA RETENTION 

UK Workers: Statutory Retention Periods for HR Data Wage information 3 years Working hours and 

related information 3 years Collective redundancy information 3 years Parental leave records 8 years 

Carer’s leave 3 years Employment permit records 5 years or period equal to duration of employment 

(whichever is longer) Employment records of young persons 3 years Accident records 10 years 

Canada: All HR files and related payroll data requires a minimum of 3 years.  

In the US all HR files and related payroll data will be kept for 7 years.  

Other countries, please consult your local employer. 

TargetCW purges all employee/wage and payroll files that are marked for deletion annually according to 

the above schedule. In the event that data cannot be deleted, it will be anonymized.  

 

11. AUTOMATED DECISIONMAKING 

TargetCW does not have any automated decision-making processes or systems.  

 

12. HOW TO CONTACT US  

http://www.tcwprivacy.com/
http://www.privacyshield.gov/
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TargetCW is subject to the investigatory and enforcement powers of the Federal Trade 

Commission (FTC).  

 

Questions about how TargetCW is using Personal Information or if you would like to invoke your 

Personal Information rights as set forth in this Statement, may be sent by email to 

privacy@targetcw.com or by calling 858.810.3000. 

 

Or: 

WMBE Payrolling Inc; Privacy Office; 9475 Chesapeake Dr.; San Diego, CA 92123 

Attention: CTO 

In addition, for unresolved privacy complaints relating to Personal Information originating from 

the European Union  (including employee Personal Information), TargetCW has further committed 

to cooperate with an independent dispute mechanism established by the European Union Data 

Protection Authorities and to provide this recourse free of charge. If you do not receive timely 

acknowledgement of your complaint, or if your complaint is not satisfactorily addressed, please 

visit  

 

http://ec.europa.eu/justice/data-protection/article-29/structure/data-protection 

authorities/index_en.htm or 

http://www.uscib.org/privacy-shield/.   

 

Canada: Office of the Privacy Commissioner of Canada (OPC) – www.priv.gc.ca/en/ 

Australia: Office of the Australian Information Commissioner (OAIC) – www.oaic.gov.au/ 

Ireland Data Protection Commissioner – www.dataprotection.ie 

UK Information Commissioner’s Office (ICO) – https://ico.org.uk 

 

Other countries, please consult your local employer. 

 

Under certain conditions, European Union residents may invoke binding arbitration when other 

dispute resolution procedures have been exhausted.  

This Statement was last updated, see below. 

mailto:privacy@targetcw.com
http://ec.europa.eu/justice/data-protection/article-29/structure/data-protection%20authorities/index_en.htm
http://ec.europa.eu/justice/data-protection/article-29/structure/data-protection%20authorities/index_en.htm
http://www.uscib.org/privacy-shield/
http://www.priv.gc.ca/en/
http://www.oaic.gov.au/
http://www.dataprotection.ie/
https://ico.org.uk/

